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Preface

This operator's study guide represents the results of an ambitious program. Wastewater
operators, regulators, educators and industry experts, jointly prepared the objectives and exam
guestions for this subclass.

August 2014 Edition: 21 key knowledges were retired due to consolidation with other key
knowledges, technology/regulation changes, or to minimize the extent of valuable yet less critical
details. Key knowledges were retired from three chapters (QA/QC (11), Lab Analysis (9), and Lab
Equipment (1). The majority came from chapter 6 (QA/QC); key knowledges related to QC charts
and other QC samples that are not generally used in wastewater analysis were eliminated.

In addition, a little more than 20 key knowledges, throughout the study guide, underwent significant
editing to update, simplify or clarify requirements, to remove non-critical content, and to generally
reduce the wlume of text.

Finally, minor changes, general cleanup of typographical errors and revisions to improve clarity
were made throughout the guide.

How to use this study guide with references.

In preparation for the exams you should:

1. Read all of the key knowledge’s for each objective.

2. Use the resources listed at the end of the study guide for additional information.

3. Review all key knowledge’s until you fully understand them and know them by memory.

It is advisable that the operator take classroom or online training in this process before attempting
the certification exam.

Choosing A Test Date

Before you choose a test date, consider the training opportunities available in your area. A listing
of training opportunities and exam dates is available on the internet at http://dnr.wi.gov, keyword

search "operator certification”. It can also be found in the annual DNR "Certified Operator" or by
contacting your DNR regional operator certification coordinator.
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Chapter 1 - Safety

Section 1.1 - Definitions

1.1.1 Abbreviations used in this document
Figure1.1.1.1
ACS American Chemical Society NFR Non-Filterable Residue
AR Grade | Analytical Reagent Grade (See TSS) _
American Society for NIST National Institute of
ASTM Testing and Materials Standards and Technology
BOD Biochemical Oxygen NPDES National Pollutant
Demand Discharge Elimination
0 Degrees Celsius System —
(temperature) NR 149 Laboratory Certification and
cBOD carbonaceous Biochemical Reglstratllon C"F'e_? ;
Oxygen Demand Wisconsin Administrative
ccv Continuing Calibration Code
Verification Ppb part per billion
CFR Code of Federal ppm part per million
Regulations PT Proficiency Testing sample
CoC Chain-of-Custody (formerly called reference
CcoD Chemical Oxygen Demand samples)
DMR Discharge Monitoring QA Quality Assurance
Report Qc Quality Control
DNR Department of Natural Qcs A reference standard
Resources obtained externally that
DO Dissolved Oxygen comes with acceptance
EP Extraction Procedure criteria. Formerly known as
EPA Environmental Protection blind samples”. _
Agency . R Cogrelauon coefﬁc:ent. seen
GGA Gl _ Glutami 3 as lower case, r
soll-lu(;?os:(for ;Oar['r;)ic hiad RPD Relative Percent Difference
HEM Hexane Extractable RSD Relative Standard Deviation
Materials SOP Standard Operating
ICV Initial Calibration Procedure
Verification SRM Standard Reference
D Identification | Material
IDC Initial Demonstration of Svi Sludge Volume Index
Capability - TC To Contain
ISE lon Selective Electrode TDS To Deliver
LCS Laboratory Control Sample TDS Total Dissolved Solids
LOD Limit of Detection TRC Total Residual Chlorine
LOQ Limit of Quantitation TSS Total Suspended Solids
MDL Method Detection Limit uv Ultraviolet (a means of
mL milliliter dis.infectilon) :
MLSS Mixed Liquor Suspended WPBES Wisconsin Pollution
Solids Discharge Elimination
MS Matrix Spike System
MSD Matrix Spike Duplicate wwip ‘F’,‘I’::Iewatef Treatment
MSDS Material Safety Data Sheet
| mv millivolts
1.1.2 Define MSDS.

MSDS= Material Safety Data Sheet

A material safety data sheet (MSDS) is a form containing data regarding the properties of a
particular substance. An important component of workplace safety, MSDS sheets are

Page 1 of 51 Printed on 08/01/14



1.1.3

Advanced On-site Laboratory Testing Study Guide - August 2014

intended to proMde workers and emergency personnel with procedures for handling or
working with that substance in a safe manner. Critical information contained in MSDS
sheets include physical data (melting point, boiling point, flash point, etc.), toxicity, health
effects, first aid, reactiuvty, storage, disposal, protective equipment, and spill handling
procedures. The exact format of an MSDS can vary from source to source within a country
depending on specificity of the national requirement.

An MSDS should be available for all chemicals you use. If a chemical doesn't come with an
MSDS, one should be obtained online. A file should be kept for all MSDS sheets.

Define Chemical Hygiene Plan.

Chemical Hygiene Plans (CHP) are required by federal regulation under 29 CFR Part 1910.
This code is part of what is often referred to as the “Employees Right to Know Act".

Title 29— Labor
PART 1910—OCCUPATIONAL SAFETY AND HEALTH STANDARDS
Subpart Z—Toxic and Hazardous Substances

A Chemical Hygiene Plan is a written program developed and implemented by the
employer which establishes procedures, safety equipment, personal protective equipment,
and work practices that are capable of protecting employees from the health hazards
presented by hazardous chemicals used in that particular workplace. The plan must meet
specific requirements summarized below and the employer MUST review and evaluate the
effectiveness of the Chemical Hygiene Plan at least annually and update it as necessary.

Where hazardous chemicals (as defined by 29 CFR Part 1910) are used in the workplace,
the employer must dewelop and maintain the provisions of a written Chemical Hygiene Plan
which is capable of protecting employees from health hazards associated with hazardous
chemicals in that laboratory and ensures that exposures to these chemicals are kept below
certain regulated limits. A company’s Chemical Hygiene Plan MUST be readily available to
employees and employee representatives.

A Chemical Hygiene Plan MUST include each of the following elements and must also
indicate specific measures that the employer will take to ensure laboratory employee
protection:

- Standard operating procedures relevant to safety and health considerations to be followed
when laboratory work involves the use of hazardous chemicals.

- Criteria that the employer will use to determine and implement control measures to reduce
employee exposure to hazardous chemicals including engineering controls, the use of
personal protective equipment, and hygiene practices.

- Fume hoods and other protective equipment must be functioning properly and specific
measures that will be taken to ensure continued adequate performance.
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- Prouisions for employee information and training.

- Any circumstances under which a particular laboratory operation, procedure, or activity
requires prior approval from the employer must be identified.

- The plan must include provisions for medical consultation and medical examinations as
required by law.

- Personnel responsible for implementation of the Chemical Hygiene Plan must be
identified. Often, this includes assignment of a Chemical Hygiene Officer and, occasionally
formation of a Chemical Hygiene Committee.

- The plan must include provisions for additional employee protection for work with
particularly hazardous substances. These include "select carcinogens,” reproductive toxins,
and substances which hawve a high degree of acute toxicity.

Define oxidizing chemicals.

An oxidizing chemical is one that oxidizes another chemical, the reducing chemical. In
doing so, it becomes reduced. This type of reaction is called an oxidation-reduction, or re-
dox, reaction. The oxidizing chemical GAINS an electron, while the reducing chemical
LOSES an electron.

This issue can be confusing. You might have learned mnemonics such as “LEO the lion
says GER”, where LEO stands for Lose Electron=Oxidation and GER stands for Gain
Electron = Reduction. Another familiar one is “OIL RIG”, or Oxidation Is Losing (electrons);
Reduction Is Gaining (electrons).

An oxidizing chemical, or oxidizer, actually becomes reduced during the reaction, because
it gains electrons. In this case, “Gains Electrons = Reduction” refers to the process
involved, not the compound. Oxidizers are reduced during redox reactions and reducers
are oxidized.

Common oxidizing agents that may be found in small labs include:

Oxygen gas (02), ozone (0O3), halogens (fluorine, chlorine, bromine).

Hypochlorites: such as household bleach, chlorination chemicals.

Nitric acid (HNO3), Nitrate salts such as sodium or potassium nitrate (NaNO3, KNO3).
Permanganates and persulfates: such as potassium permanganate (KMnO4).

- For BOD, oxidizers you might use include: bleach, hypochlorite

- For Ammonia, oxidizers you might use include: none

- For Total Phosphorus, oxidizers you might use include: ammonium persulfate

- For Chlorine Residual, oxidizers you might use include: hypochlorite, potassium
permanganate

Generally speaking, chemicals whose names end in “-ate” are those that contain a
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significant amount of bound oxygen, and thus are frequently oxidizers.

There are two main categories of oxidizing agents: (1) reagents that contain an oxygen-
oxygen bond and (2) reagents that contain metal-oxygen bonds. Examples of oxidizing
agents containing an O—O bond include oxygen gas (02), ozone (O3), and hydrogen
peroxide (H202). The most common oxidizing agents with metal-oxygen bonds contain
either hexavalent chromium (Cr+6 ) or heptavalent manganese (Mn+7). Common Cr+6
reagents include chromate (CrO3) and sodium or potassium dichromate (Na2Cr207and
K2Cr207). The most common Mn+7 reagent is potassium permanganate (KMnO4).

NFPA 704 is a standard maintained by the National Fire Protection Association (NFPA) . It
defines the commonly named, "fire diamond" used by emergency personnel to quickly and
easily identify the risks posed by nearby hazardous materials. The four divisions of the “fire
diamond” are typically color-coded, with blue indicating level of health hazard, red indicating
flammability, yellow (chemical) reactiuvty, and white containing special codes for unique
hazards. Each of health, flammability and reactivity is rated on a scale from O (no hazard,
normal substance) to 4 (sewere risk). Oxidizers are designated in the white, “special” code
area, using a code of “OX’ or “OXY”

Figure 1.1.04

The National Fire Protection Association (NFFPA 704)
system uses a color-coded, diamond-shaped diagram
(*fire diamond”) of symbols and numbers to indicate the
degree of hazard associated with a particular chemical.

REACTIVITY
4 - May Detonate

SPECIFIC HAZARD

Eﬁiﬂfer 3 . Shock and Heat
ALK - Alkal May Detorate

COR - Corrosive
- Use NO WATER
@ Radiation Hazard

2 -\iclent Chemical Change
1 - Unstable If Heated
U - Stable

1.15 Define reducing chemicals.
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A reducing chemical is a compound that causes reduction, thereby itself becoming
oxidized. Reducing agents remove oxygen from another substance or give hydrogen to it. A
reducing chemical is one that reduces another chemical, the oxidizing chemical. In doing
so, it becomes oxidized. This type of reaction is called an oxidation-reduction, or re-dox,
reaction. The reducing chemical LOSES an electron, while the oxidizing chemical GAINS
an electron.

This issue can be confusing. You might have learned mnemonics such as “LEO the lion
says GER”, where LEO stands for Lose Electron=0Oxidation and GER stands for Gain
Electron = Reduction. Another familiar one is “OIL RIG”, or Oxidation Is Losing (electrons);
Reduction Is Gaining (electrons).

A reducing chemical, or reducer, actually becomes oxidized during the reaction, because it
loses or gives up electrons. In this case, “Lose Electrons = Oxidation” refers to the process
involved, not the compound. Reducers are oxidized during redox reactions and oxidizers
are reduced.

Common reducing chemicals that may be found in small labs include:

Hydrogen (gas), hydrocarbons and their derivatives including alcohols, oils, greases, and
organic acids.

Metals (FeCl3, alum, foil).

Ammonia.

Carbon (activated charcoal).

Common reducing agents in the lab include:
In the general lab, reducing chemicals you might use include: isopropyl alcohol, acetone,
activated charcoal.

For BOD, reducing chemicals you might use include: sodium bisulfite, sodium
metabisulfite, or sodium thiosulfate.

For Ammonia, reducing chemicals you might use include: ammonia.
For Total Phosphorus, reducing chemicals you might use include: none.
For Chlorine Residual, reducing chemicals you might use include: none.

There is no NFPA fire diamond designated for reducers.

Section 1.2 - Chemical Safety

121

Explain the importance of storing oxidizers separately from reducers.

Mixing oxidizers with reducers can produce volent reactions, even explosions. Generally
these reactions are exothermic, which means a great deal of heat is generated. Based on
these reactions oxidizers and reducers need to be stored separately.

Chemical incompatibilities to be aware of in the laboratory:
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*Ammonia - incompatible with acids, bleach (hypochlorite), oxidizers

*Chlorine - incompatible with alcohols, ammonia, combustible materials, flammable
compounds, hydrocarbons, hydrogen peroxide, iodine, metals, nitrogen, oxygen, sodium
hydroxide

Some compounds hawe reducing groups and oxidizing groups in the same molecule.
These tend to be heat and shock sensitive.

Examples:

Chlorites, chlorates, perchlorates, nitrates, e.g. NHANO3. The NO3- is the oxidizing agent;
the NH4+ is the reducing agent.

Organic nitrates and nitro compounds, (e.g., TNT, trinitrotoluene, CH3C6H2(NO2)3). The
nitro (NO2) groups are oxidizing agents; the carbon atoms are reducing agents.

Discuss safe storage of laboratory chemicals.

- Care should be taken to separate chemicals which are not compatible. This would include
those which might react violently or produce dangerous fumes if accidentally mixed.

- Strong oxidizing agents should be stored away from organic solvents or strong reducing
agents.

- Acids should be stored in an “acid” cabinet.

- Bases should be stored in a “corrosive” cabinet.

- Flammable solvents should be stored in a “lammable” cabinet.

- Storage cabinets for acids, bases and solvents should be vented to a hood or exhaust
system.

- Create and maintain a Chemical Hygiene Plan.

Chapter 2 - Sampling and Sample Handling

Section 2.1 - Sample Collection

2.1.1

Explain how the following sampling errors might affect laboratory results:

-Samples not maintained at proper temperature: Biological activity may change the
properties of the sample.

Example: The cold temperature reduces microbial activity. For BOD, it is important to
reduce microbial degradation of the sample in order that we obtain a true measure of the
samples biochemical oxygen demand.

-Improper or lack of chemical preservation: Biological or chemical activity may change the
characteristics of the sample.

Example: without acid preservation for phosphorus, micro-organisms will continue to
grow and assimilate phosphorus from the water sample.

-Composite sampler: the sampler is set for infrequent sampling increments. (It would be
more representative to reduce sample wlume per sample increment, and increase the
frequency).

Section 2.2 - Sample Preservation
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Explain the temperature preservation requirement for samples.

The upper limit for sample temperature is 6°C. The only limiting criterion for the lower
acceptable range for sample temperature is that samples must not be frozen, as freezing
samples can change the physical or chemical nature of certain analytes. Consequently,
when ch. NR 219, Wisconsin Administrative Code (which governs analysis of wastewater
samples) was revised, this code specifies a temperature of “less than or equal to 6°C” with
a footnote that specifies that samples also are not to be frozen.

The most critical thing to remember is that the owverall goal of sample presenation has not
changed. Therefore, labs should still consider the target sample preservation temperature to
be 4°C. If autosamplers or refrigerators appear to be creeping upwards of 4°C, then
corrective action should be initiated to provide more cooling to samples. This may include
adjusting (and noting in maintenance logs) that the thermostat was adjusted to reduce
cooling temperature.

Explain the “15-Minute” rule for sample preservation

Federal regulations state that samples must be either analyzed within 15 minutes or
preserved for later analysis if analysis cannot be initiated within that time. Presenation
means either temperature or chemical preservation, depending on the analysis. This means
that for labs which collect and analyze their own samples, such as wastewater treatment
plant labs, samples must be collected and immediately returned to the laboratory where
analysis must begin. In some cases, the analysis “begins” by warming the samples up to
room temperature. Analyses such as ammonia and total phosphorus require the addition of
acid as a chemical presenative. If the analyst plans to immediately begin analysis on the
samples, then the acid presenative is not required. Howewer, if the samples will not be
analyzed until later in the day, week, or month, then the acid preservative must be added to
each sample bottle.

Chapter 3 - Lab Equipment and Instrumentation

Section 3.1 - Definitions

3.1.1

Define colorimeter

A colorimeter is generally any tool that characterizes “color” (as the name suggests) which
proMdes an objective measure of color characteristics. In chemistry, the colorimeter is an
apparatus that allows the absorbance of a solution at a specific wavelength (color) of vsual
light to be determined. This is usually done by preparing a sample according to directions
and comparing its color against a reference, or series of references. These comparisons
are done visually in some cases, and instrumentally at a fixed wawelength of light in other
instances.

The classic wawvelength at which colorimetric tests for ammonia differ than those used for
phosphorus. So | would have to purchase two separate colorimeters (one “fixed” at each of
the specific wavelengths required) to determine both ammonia and phosphorus by
colorimetry. Because spectrophotometers can measure absorbance all across the
spectrum, | would only need a single spectrophotometer
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Define spectrophotometer

A spectrophotometer is a photometer (a device for measuring light intensity) that can
measure intensity as a function of the color, or more specifically, the wavelength of light. A
spectrophotometer measures quantitatively the fraction of light that passes through a given
solution. In a spectrophotometer, a light from the lamp is guided through a monochromator
which allows the user to select which specific wavelength of interest will be passed through
the exit slit and into the sample out of the continuous spectrum. This light passes through the
sample that is being measured. After the sample absorbs some degree of the light, the
intensity of the remaining light is measured with a photodiode (which measures the amount
of light, passing through the sample) or other light sensor, and the absorbance for this
wawelength is then calculated. See Figure 3.1.02 for key components of a
spectrophotometer.

A spectrophotometer can provide measurements at every wavelength in the visible

spectrum (usually 320 - 760 nanometers). Each analyte has a characteristic wawvelength that
must be used as required by the method employed. The most common application of
spectrophotometers is the measurement of light absorption.

In short, the sequence of events in a spectrophotometer is as follows:

1. The light source shines through the sample.

2. The sample absorbs light.

3. The detector detects how much light the sample has absorbed.

4. The detector then converts how much light the sample absorbed into a number.

5. The numbers are either plotted straight away, or are transmitted to a computer to be
further manipulated (e.g. curve smoothing, baseline correction).

Many spectrophotometers must be calibrated by a procedure known as “zeroing." The
absorbance of lab reagent water is set as a baseline value so the absorbance of the
sample is relative to reagent water alone. The spectrophotometer then displays absorbance
(the amount of light absorbed relative to the analyte concentration).

In summary, a colorimeter provides an overall measure of the light absorbed at a SINGLE
wawvelength, while a spectrophotometer measures the light absorbed at varying
wawvelengths.
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Figure 3.1.02
Adjustable aperture _ photoresistor Output
E'H — / I
- l /KIr
o I
Light source 2% 87 [ L

\
L

—— > B 0260

1 T~ "
' ~Sample  pmolifier

Monochromator Cuvette

3.1.3 Discuss differences between colorimeters and spectrophotometers.

Spectrophotometers aren't the answer for every color-measurement application. In cases
where precise color measurement is not required, other technologies offer more cost
effective quality control. For instance, colorimeters are simpler and less-expensive
instruments that use red, green, and blue (RGB) filters to simulate the response of the
human eye to light and color. Colorimeters are effective for sorting and for quick in-line
checks on less-exacting jobs.

To compare the resolution of a colorimeter with a spectrophotometer, a good visual analogy
is this: A colorimeter measures on a scale of inches, while a spectrophotometer measures
on a scale of one-sixteenth of an inch.

Colorimeters are appropriate for testing where less accuracy is needed such as chemical
addition monitoring (fluoride, chlorine, phosphate) for water supplies. These analyses do not
require certification.

Spectrophotometers are appropriate for permit compliance testing such as total
phosphorus. Compliance monitoring requires certification.

Section 3.2 - General Labware

3.2.1 Knowledge deleted.

3.2.2 Discuss Air Displacement Pipets
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Air displacement pipets operate by piston-driven air displacement. (This is similar to a
reciprocating sludge pump [i.e., piston driven]). The plunger is depressed to both draw up
and dispense the liquid. Normal operation consists of depressing the plunger button to the
first stop while the pipet is held in the air. The tip is then submerged in the liquid to be
transported and the plunger is released in a slow and even manner. This draws the liquid up
into the tip. The plunger is again depressed in a slow and even manner to the first stop, and
then to the second stop, or ‘blowout’, position. This action will fully evacuate the tip and
dispense the liquid. In an adjustable pipet, the volume of liquid contained in the tip is
variable; it can be changed via a dial or other mechanism, depending on the model. Some
pipets include a small window which displays the currently selected wolume. Note that Hach
TenSette® pipettes require the analyst to mowve the selector to the next highest volume in
order to dispense the sample/solution.

Operator consistency is paramount to repeatable operation. In other words use the pipet the
same way EVERY TIME. It is critical that the operator develops good pipetting practices.
Certain considerations should be obsened to ensure maximum accuracy and repeatability:

- When drawing up liquid the tip should be dipped 3 to 5 mm below the surface of the liquid,
always at a 90 degree angle.

- When dispensing, the pipet should be held at a 45 degree angle, and the tip placed
against the side of the receiving vessel. Glass vessels are preferred; the surface tension of
the glass provides additional torsion that results in complete evacuation of the tip.

- The tip must never be wiped off or blotted in any way, even from the exterior, while liquid is
in the tip. These actions tend to bleed off some of the liquid, resulting in decreased
accuracy and repeatability.

Figure 3.2.2.1

Air displacement pipettes

?
L

From: Liquid Handling Application Mateboals - Tips an how to pipette
hitpihaasy thermo.comfeThermo/CM AP DREs/Ariclesfarticleskile 15445 pdf
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Discuss proper maintenance and care of autopipets.

- Perform a general check ewvery 6-12 months, or more frequently, depending how accurate
you need to be. The check/senice should include re-calibration, greasing of the moving
parts and replacement of any worn out seals or other parts. Note that this check is frequency
is seperate and distinct from that required for verification of pipet accuracy (key knowledge
3.2.6).

- Check your autopipets daily for damage to the nose of the barrel (where the tip is fitted) or
any other obvious damage. If there is a problem, have it seniced because it is unlikely to be
fit for the use you need it for.

- Clean your autopipets every day before use - a wipe with about 70% ethanol should do it.

- Store your autopipet vertically, using a specially designed pipet holder. This prevents any
liquids that have sneaked into the barrel of the pipet from getting any further inside and
corroding it.

- Newer put your autopipet on its side with liquid in the tip. The liquid might get in the pipet
barrel and cause some serious corrosion damage.

- Use well-fitting tips. Poorly fitting tips allow air to escape when drawing up and dispensing,
leading to inaccuracies.

Discuss proper pipetting techniques.

Make sure you know how to pipet properly. The most important rules to follow are:

Pipet with a slow, smooth action.

Hold the pipet vertically when drawing liquid in.

Only immerse the tip slightly when drawing liquid in, otherwise you will coat the outside of
the tip with liquid, which will be transferred along with the volume inside the pipet.

When dispensing the liquid hold the pipet vertically, but keep the sidewall of the receiving
vessel at 45 degrees. Pipet against the sidewall or into the liquid that’s already there.

Discuss techniques to improve your accuracy in pipetting.

- Pre-wetting. When you dispense liquid from your pipet a coating of the liquid is left on the
tip, making the expelled wlume slightly less than it should be. Pre-wetting the tip before you
pipet will help this. Just draw up the liquid into your pipet then dispense back into the
original vessel. The coating is now on the tip so when you now draw up the liquid again and
dispense it into the receiving vessel; none of it will be lost to wetting. This is only
recommended for volumes greater than 10 microliters.

- Take the ambient temperature into account. Your pipet will have been calibrated at room
temperature. If you are working at a different temperature (e.g. in a cold room) your pipet will
not be dispensing the displayed wlumes.

- Take the sample temperature into account. When repeatedly pipetting cold samples, the
first dispensed wlume is always larger than expected, but subsequent pipetting with the
same tip gawve the correct wolume. The same was true for hot samples, except that the first
dispensed wlume was smaller than expected. The solution is simple - dispense the first
wlume back into the original vessel, then start pipetting.
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- Use a sensible pipet for the wolume you want to dispense. The accuracy of your pipet
decreases as the dispensed wlume approaches the minimum the pipet can handle. So for
dispensing 15 microliters, for example, a 1mL pipet would be terrible, a 200 microliter pipet
not so good and 20 microliter pipet ideal.

- Use the largest wolume possible. Large wolumes are easier to pipet accurately than small.
Say you are performing an analysis where you have to accurately pipet 5 microliters.
Pipetting 5 microliters accurately is not easy and will likely contribute greatly to the statistical
error in your results. On the other hand, if you diluted the stock solution 10 times and
pipetted 50 microliters, this would be much more accurate, giving you a more accurate
measurement.

3.2.6 Explain how the accuracy of autopipettors is verified.

Calibration of autopipettors can be done either photometrically or gravmetrically. The
photometric approach is rarely used due to the need for expensive instrumentation and
reagents. The gravimetric approach is what most labs use. This approach assumes that
purified water (i.e., lab reagent water) weighs approximately 1.0 gram per milliliter, mL).
The exact density of water is based on temperature and can be obtained from a reference
table.

Pipets are tested by pipetting consecutive aliquots (specific milliliter volume) of reagent
water and comparing the resulting mean and standard devation of the weight of each
aliquot to the nominal weight (based on 1 mL = 1 gm). The accuracy of all pipets must be
verified quarterly by analyzing the weights resulting from at least four replicate pipettings.
Replicate analyses must meet acceptance criteria or use of the pipet should be
discontinued until the problem has been corrected.

If you are checking an adjustable wolume pipet, at least three different volumes should be
tested; 10% of maximum wolume, mid wolume and maximum wolume.

Suggested acceptance criteria to use are:

% Inaccuracy:

[(Corr. Mean - true value) + true value x 100] (must be less than 2% and
No single replicate may be greater than 2% from the true value).

%CV:
[(Standard Devation + Corr. Mean x 100)] (must be less than 1.00)

Section 3.3 - Support Equipment

3.3.1 Explain how laboratory thermometers are calibrated.

Each thermometer used in the lab must be assigned a unique identifier such as “BOD
incubator thermometer”. Alternatively, the lab can use the serial number etched in the
thermometer by the manufacturer.

Thermometers used in the laboratory must be calibrated at least annually against a
thermometer traceable to a NIST (National Institute of Standards and Technology) certified
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thermometer. The NIST thermometer must have been certified within the past five (5) years.
Any correction factors associated with the NIST certified thermometer are recorded on a
thermometer calibration log sheet and any correction factors associated with the laboratory
thermometer(s) are noted on a tag attached to the thermometer. |If the liquid column in the
thermometer becomes separated, the thermometer is no longer accurate and must not be
used.

The actual calibration is performed by placing the NIST traceable thermometer and the
thermometer to be calibrated within the same medium and at the same temperature which
the thermometer being calibrated is normally used. Alternatively, the laboratory could use
the boiling water/ice bath techniques - all thermometers can then be calibrated at the same
time to absolute values. Allow the two thermometers to adjust to the test temperature and
then read them at the same time. Document observations appropriately in a logbook
indicating what was done and the temperatures recorded. The correction factor is tagged
on the calibrated thermometer. For example, if during the calibration procedure within a
drying oven the NIST thermometer read 103.5°C and the thermometer under examination
read 103.0°C, the thermometer would be tagged in a manner indicating that 0.5°C needs to
be added to the obsened temperature.

Alternatively, the laboratory may purchase factory certified thermometers traceable to NIST
annually. Each thermometer comes with a unique serial number, a certificate of NIST
traceability, and the required re-certification and/or expiration date.

Note: Thermometers are calibrated for total immersion or partial immersion. Those
calibrated for partial immersion must be immersed only to the depth of the etched circle
around the stem of the thermometer just below the thermometer scale readings. Those
calibrated for total immersion must be completely immersed in the matrix being measured.

Discuss the process for re-certifying calibration weights.

The weights need to be Class 1 and re-certified at least every five (5) years by an outside
metrology senice. The re-certification of weights MUST be done by an EXTERNAL
metrology senice (not just someone that comes into your lab to perform the task) because
re-certification of standard weights requires specific envronmental conditions (controlled
vibration, drafts, temperature, and humidity) that are only available in a certified metrology
lab.

This re-certification must be performed sooner than ewvery 5 years if balance checks
performed using these weights suggest that a change to one or more certified weights has
occurred.

Describe the operating principle of the Beer-Lambert Law.

Because of a special relationship between absorbance and concentration, known as the
Beer-Lambert Law, the concentration of a substance can be determined using absorbance
measurement. This relies on the same principles that a student would use to rank a series
of concentrations according to the darkness of their color.
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Lambert's law states that absorption is proportional to the light path length, whereas Beer’s
law states that absorption is proportional to the concentration of absorbing species in the
material. The two laws combined forms the Beer-Lambert law, which describes how
absorbance can be conwerted to concentration. See Figure 3.3.03A for the Beer-Lambert
equation.

Thus, since the molar extinction constant and the cell path are both constant for a given
analysis, the equation boils down to: Abs = c, or concentration. If you keep the
concentration of the analyte the same and simply use a longer cell path length, the color of
the solution appears darker. That is because the absorbance for a given analyte will
increase as cell path length (or analyte concentration) increases.

The Beer-Lambert law can be used to increase analytical sensitivity (lower detection limit)
on occasion. Using phosphorus as an example, the absorbance of a 0.1 mg/L standard,
using a typical cuvette with a 1.0 cm path length, is approximately 0.05 absorbance units. If
the cell path length is increased to a 5 cm cuwette, the absorbance would be effectively
increased five-fold to about 0.250 absorbance units.

Figure 3.3.03A
Beer-Lambert Lawy

Abs = hxbxc

Wihere:
Abs = Absorbance
A= amolar extinction constant, specific to the analyte of interest
b = the path length {cm) of the cuvette or cell
C = concentration of the analyte

Explain why pre-programmed calibrations on instruments are not allowed.

A number of commercially available instruments offer “pre-programmed” calibration curves
for many of the routine wastewater tests, including chlorine residual and phosphorus. The
use of pre-programmed calibrations is unacceptable for compliance testing (e.g., anything
reported on DMRS).

A laboratory must generate its own standard curne. A manufacturer's claim that its method
is approved or acceptable does not mean that the approval extends to pre-programmed
calibrations. When the EPA extends “approval” to one of these manufacturers that their
particular technique is “equivalent” to a referenced EPA method, the approval is granted on
the basis of no significant difference in the stoichiometry or chemistry of the procedure.

“Pre-programmed” calibrations establish a fixed relationship between concentration and
instrument response. The relationship is formed using new instruments under very
controlled conditions by a single analyst. Such an approach does not take into account
variables such as instrument maintenance, the lifespan and variability with an aging
spectrophotometer bulb, quality and accuracy of reagents and standards, or analyst
technigue. We all recognize that these variables DO affect the analysis. Therefore a
calibration must be performed using the laboratory’s instrument, reagents, and personal
under the conditions of that laboratory.
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Chapter 4 - General Lab Practices

Section 4.1 - Definitions

41.1

41.2

Define Conductivity

Conductivity or specific conductivity is a measure of a material's ability to conduct an
electric current. The ability of water to conduct an electric current is driven by the number of
ions dissolved in the water. The more dissolved ions, the greater the conductivity. These
“lons” result from the ionization of salts and other chemicals when they become dissolved in
water. For example, if you add a pinch of table salt (NaCl) to a liter of deionized water, the
salt quickly dissolves. During this process, the NaCl gets broken down into two ionic parts:
Na+ and Cl-. It is the presence of these ions (dissolved solids) in water that causes
conductivity.

Drinking water has a conductivity about 100 times greater than that of deionized water.
Seawater has a conductivity about 1,000,000 times greater than that of deionized water.

Increasing temperature can make ions in the water mowe faster. Faster ionic movement
leads to increased conductivity. Conductivity lewvels falsely increase approximately 2% per
°C.

Conductivity can be estimated by measuring the amount of total dissolved solids (TDS) in a
sample. Because dissolved ions cause conductivity, conductivity has been shown to have a
direct correlation to the amount of total dissolved solids (TDS) in a sample. The
concentration (mg/L) of TDS in a water sample can be "approximated" by multiplying
conductivity by 0.64.

Discuss how conductivity relates to laboratory reagent water quality.

In theory, lab reagent water should be “pure” and thus contain no dissolved solids or ions.
Therefore one would expect the conductivity of lab reagent water to be zero.

Pure water is actually a poor conductor.

If water has ewven a tiny amount of such impurities, then it can conduct electricity much better
because impurities such as salts separate into free ions in aqueous solution by which an
electric current can flow.

Conductivity gives us a measure of water quality. The ASTM has defined Type | reagent
water as water having a maximum conductivity of 0.056 uS/cm at 25°C. ASTM “Type II”
water has a maximum conductivity of 1.0 uS/cm at 25°C. Conductivity means ions are
present and the presence of ions clearly means that the water is not “pure”. Conductivty is
useful as an indication that ion exchange resin is owverloaded, that a reverse osmosis
membrane has been breached, or simply that your reagent water may not be of sufficient
quality for use in testing.

The drawbacks to using conductiuvty alone as a means of verifying water quality are:

1. Conductivity ONLY measures substances that ionize...i.e. form ions. You can dissolve
1000 ppb of sugar in pure water and still not exceed ASTM Type | water criteria for
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conductivty.

2. It is virtually impossible to measure conductivity accurately to Type | or Type Il levels
without a closed system and VERY sensitive conductivity equipment. The nominal lewvels of
CO2 in the atmosphere will cause gaseous CO2 to enter pure water causing a chemical
reaction which increases conductivty.

Section 4.2 - Measurement Techniques

421

4.2.2

Discuss cell/cuwette quality control.

Cuwettes are designed to transmit light without any reflection or refraction. Any scratches,
smudges, or even chemical film on the cuwette will affect light transmission, affecting the
analysis. Though you may not be able to see it with the naked eye, two cuwettes that appear
clean can have two ery different light transmission abilities. You can confirm this by zeroing
a spectrometer with one clean cuwvette containing only lab reagent water and then placing a
second cuwette containing only lab reagent water and measuring absorbance. The second
cuvette SHOULD read zero absorbance. An absorbance greater than zero means that the
cuwette is dirtier or has fine etchings on it than the first cuvette. Similarly, if a negative
absorbance is obtained, this means that the second cuwette is of better quality/cleanliness
than the first.

When using cuwettes, always ensure that dirt or grease from fingers is not affecting the
pathway of light. Use clean cuwettes. Clean the outside of the cuwette with clean lab quality
tissue paper. Do not clean cuwettes with a wire brush; use a soft plastic brush or a cotton Q-
tip. Also make sure that the manufacturer's alignment mark on the cuwette is lined up
squarely in front.

Some cuwettes have ridges or are opaque on opposing sides for finger grip and optically
clear sides that are used for measurement. The optical sides must be kept clean. If cuwettes
become stained or scratched, replace the cuwette.

Identify the causes and corrective action to eliminate air bubbles or liquid clinging to the
side of a buret or pipet.

Causes: Air bubbles or liquid clinging to the side of a buret or pipet are caused by dirty or
greasy glassware.

Correction: The remedy is cleaning the glassware effectively. Air bubbles that may form
around the stopcock of a buret can be removed by shaking or tapping the buret, or by
passing a small diameter wire up through the area.

Section 4.3 - Reagent & Standard Preparation

431

Discuss the C1 V1 = C2 V2 formula.

See Figure 4.3.01 for a more visual means of understanding and properly applying the
C1lV1= C2V2 formula.

Clvl = C2v2
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C1 = Concentration of original solution

C2 = Concentration of final (diluted) solution
V1 = Volume of original solution

V2 = Volume of final (diluted) solution

Basic Rules for Solving C1V1 = C2V2 Problems:

(1) 3 of the 4 values must be known.

(2) The units of wolume and concentration must be the same respectively.

(3) Either C1V1 or C2V2 must be known and it must be clear which is which.
(4) Any unit of volume or concentration may be used.

Tricks to understanding C1V1 = C2V2:

Civi = c2V2 (note use of UPPERcase \s. lowercase)
Clvl >< c2V2 (replace the “=" sign with “><”

Cl>c2
The first greater than sign indicates that the initial concentration, as also indicated by
uppercase “C”, is greater than the concentration (lowercase “c”) of the diluted sample .

vl < V2
Similarly, the less than sign indicates that the initial volume, as also indicated by lowercase
“V', is less than the wolume (uppercase “V”) of the diluted sample.

The concentration of the original solution is always greater than that of the final (diluted)
solution. And the final solution is larger in volume.

Logic: when we dilute we ADD water, thereby increasing the wolume and decreasing the
concentration.

EXAMPLE: You have a 50 mg/L Phosphorus stock standard [C1, concentration of original
solution]. You want to make a ‘working’ solution of 2 mg/L [c2, concentration of the diluted
solution] from which to prepare calibration standards. You want to make 100 mLs [V2,
wlume of diluted solution] of this ‘working’ standard.

Cl > c2 ...s050 mg/L must be C1

Clvl = c2Vv2
C1 =50 mg/L c2= 2 mg/L
vi=7?mL V2= 100 mL

(50 x v1) = (2 x 100)

(50 x v1) =200 [ Diuvde both sides by 50! ]
vl =200+ 50

vl =4 mL
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Figure 4.3.01

Understanding C,V,=C,V,

C 1V CQV2

C., = Concentration of ariginal salution V, ="olume of ariginal selution
¢. =Coencentration of final {diluted) v. = Volume of final [diluted)
solution salution

The (14 n and ||:‘:|:|:
Signs serve as a always greater than

sort of mnemaonic that of the final

reminder of which (diluted) solution.
value is greater in And the final solution
each of the C and V1 2 s larger in yolume.

W pairs:

The concentration of
the original sclution is

Logic: when we dilute, we ADD water, increasing the
volume and decreasing the concentration.

Section 4.4 - Reagent Water

441

Discuss deionization as a means to produce reagent water.

Deionization is a method used most often by laboratories to produce purified water on-
demand and is able to purify water to a maximum resistivity of 18.2 megohm/cm at 25°C. A
deionization system usually consists of one to four cylindrical cartridges hooked up to
plumbing and hanging on a wall near a sink. While it doesn't produce absolutely pure water,
it is convenient, quick, and may be sufficient for many applications. It is an excellent system
for remowving dissolved solids and gases, although it has a generally poor rating for other
impurities.

Deionization can produce extremely high-quality water in terms of dissolved ions or
minerals, up to the maximum resistance of 18.2 megohms/cm. However, they do not
generally remowve organics and can become a breeding ground for bacteria, actually
diminishing water quality where organic and microbial contamination is critical.
Microorganisms can attach to the resins, provding a culture media for rapid bacterial
growth. These microbes slough off and can be present in the purified water. Additionally,
without proper maintenance, resin particles can also be found in deionized water. Failure to
regenerate the deionization resins at the proper time may result in harmful salts remaining in
the water or even worse, being increased in concentration. Partially exhausted deionization
resin beds can increase levels of some dangerous contaminants due to the resin’s
selectivity for specific ions, and may add particulates and resin fines to the deionized water.
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Deionization advantages:

- Remowes dissolved inorganics effectively.

- Regenerable (senice deionization).

- Relatively inexpensive initial capital investment.

Deionization disadvantages:

- Does not effectively remowve particles, bacteria or bacterial byproducts.
- DI beds can generate resin particles and culture bacteria

- High operating costs ower long-term.

4.4.2 Identify the laboratory tests affected if the following problems occur with laboratory reagent
water:

HIGH COPPER (CU) OR CHROMIUM (CR) LEVELS
Copper and chromium are quite toxic to organisms. High lewvels of either could significantly
affect any biological tests (BOD, fecal coliform) by inhibiting biological growth.

DISSOLVED BIODEGRADABLE SOLIDS

Any dissolved solids which are biodegradable will cause high blank depletions in the BOD
tests, and may affect the fecal coliform test as well. It could affect the ammonia nitrogen test
by shortening the life of ion exchange columns used to make ammonia-free water.

HIGH CONDUCTIVITY

Elevated conductivity is an indication of an increase in dissolved ions in the water. Some of
these can be interfering substances, such as copper, chromium, or ammonia. The more
substances which are dissolved in the theoretically "pure" lab reagent water, the more likely
it will be to hawve interferences in the tests. Elevated lewels of trace metals could affect BOD
results, while elevated ammonia lewvels will impact ammonia test results.

Chapter 5 - Lab Analysis

Section 5.1 - Definitions

5.1.1 Define supersaturation.

Supersaturation means that the water contains more dissolved oxygen (DO) than it
SHOULD contain according to physics. According to tables, the saturation point of oxygen
in water at 20°C and 760 mm pressure --standard temperature and pressure at sea level--
is 9.06 mg/L. So, yes, at sea level and 20°C, anything over 9.06 mg/L represents
supersaturation.

In Wisconsin, altitudes typically are about 1000 ft above sea lewvel, and standard pressure
drops to about 734 mm (pressure drops about 26 mm of Hg for every 1000 feet of altitude).
Therefore, at 20°C and 734 mm pressure, DO saturation falls to 8.76 mg/L. Under these
conditions, DO values greater than 8.76 mg/L represent supersaturation. If a lab is warmer
than 20°C, the altitude is higher than 1000 feet above sea lewel, and there is a low pressure
system in effect, saturations can be much lower.
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The bottom line is that the method infers that supersaturation is anything above 9.0 mg/L. In
reality, saturation will vary with temperature and pressure. Consult a DO saturation table.

5.1.2 Define pH.

pH is a range of numbers (0 to 14) expressing the relative acidity or basicity of a solution.
pH values less than 7 are considered acidic, and those greater than 7 are considered
basic. Mathematically, the pH value is the negative logarithm of the molar hydrogen-ion
concentration in a solution.

pH = -log [H+]

Since the scale is logarithmic, the pH changes by one for every power of ten change in
hydrogen-ion concentration.

Section 5.2 - Biochemical Oxygen Demand (BOD)

5.2.1 Discuss the testing differences between BOD and cBOD.

The only difference between samples analyzed for BOD and those analyzed for cBOD is
NOT the letter “c”; rather, it is the addition of a chemical inhibitor to all samples for which
cBOD is determined.

In the absence of nitrogenous demand and nitrifying organisms, BOD and cBOD values
should be equivalent. This is because the inhibitor theoretically suppresses only
Nitrosomonas sp., the primary microorganism which is responsible for nitrification. In a
sample in which no nitrification is expected to occur, adding the inhibiting agent should not
change the results, thus explaining why, in these cases, BOD and cBOD would be expected
to be equivalent.

In practice, however, a low bias has been reported for cBOD results relative to BOD results,
when nitrification would not be expected. This may be due to a toxic affect that the inhibitor
agent has on microbial species other than Nitrosomonas.

5.2.2 Discuss how to determine the proper sample wlumes for the BOD test.

There are tables and charts that have been dewveloped to assist analysts in making the best
dilutions for any given sample. See Figure 5.2.02 for a chart developed by chemists at the
State Laboratory of Hygiene, to help analyst choose proper wolumes for BOD analysis.To
use these charts, however, the analyst needs to have some idea of the sample BOD. All of
these tables work off of a simple concept:

1. Under typical conditions, at saturation in Wisconsin, initial DO should be about 8.5 mg/L.
2. The FINAL DO cannot be less than 1.0 mg/L.
3. Therefore the working range of DOs for any dilution is about 7.5 mg/L.

To determine optimal dilution, divide the expected BOD of the sample by 7.5. For example,
if you have a very clean effluent and BOD is typically 5 - 10 mg/L, then 5 divided by 7.5 = 0.7
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and 10 divided by 7.5 = 1.3. Therefore your optimal dilution factor is between 0.7 and 1.3.
The middle of this range is a dilution factor of 1.0. Now divide the maximum wolume of
sample in a BOD bottle (300 mLs) by that dilution factor. 300 mLs divided by 1.0 = 300
mLs. Therefore, the BEST dilution for a sample with an expected BOD of 5-10 mg/L is 300
mLs.

Typically you would then use one dilution using slightly more wvolume and one dilution of
slightly less wlume, to bracket the expected BOD range. Since this sample requires a full
bottle, you can't use MORE sample wlume. Therefore, a second dilution of about 250 mLs
is appropriate. Note that 300 divided by 250 represents a dilution factor of 1.2.

Now consider an influent wastewater sample which typically ranges between 150 and 250
mg/L for BOD. 150 divided by 7.5 = 20 and 250 divided by 7.5 = 33 (round it to 30) . The
best dilutions for this sample would be using dilution factors of 20 to 30. A dilution factor of
20 means a sample wlume of 15 mLs, and a dilution factor of 30 means a sample wlume
of 10 mLs. Therefore use sample wlumes between 10 and 15 mLs.

In the absence of prior knowledge, use the following guidelines for dilutions:
« strong industrial wastes: < 3 mLs of sample (<1% dilution)

« raw and settled wastewater: 3 - 15 mLs of sample (1 - 5% dilution)

* biologically treated effluent: 15 - 75 mLs of sample (5 - 25% dilution)

* polluted river waters: 75 - 300 mLs of sample (25 - 100% dilution)
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Figure 5.2.02
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Discuss how the quality of dilution water affects the BOD test.

The quality of the dilution water can affect the BOD test. The source of dilution

water is not restricted and may be distilled, tap, or receiving-stream water free of
biodegradable organics and bio-inhibitory substances such as chlorine or heaw metals.
Distilled water may contain ammonia or volatile organics; deionized waters often are
contaminated with soluble organics leached from the resin bed. Use of copper-lined stills or
copper fittings attached to distilled water lines may produce water containing excessive
amounts of copper.

If the dilution water is of poor quality, the BOD of the dilution water will appear as sample
BOD. This effect will be amplified by the dilution factor. A positive bias will result if dilution
water quality is compromised.

Discuss potential causes for a positive bias.
Some potential causes for a positive bias are:

- If you are aerating the dilution water with a lab air line, sometimes dirt and

grease can come through the line into the water (from the compressor). It only
takes a small amount to cause the water to be affected giving you a high control check.
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Inline air filters can help this problem. Or aerating without a compressor using a vacuum
setup.

- The quality of your dilution water may not be caused from contamination. How much
dissolved oxygen is in your dilution water at test start-up? More than saturation? Do you set
up on a cold bench top during the winter? This can cause your dilution water to drop in
temperature and thus retain more oxygen. If you see lots of bubbles clinging to the inside of
the bottles there is a need to discharge them. Any excess oxygen must be shaken out of the
dilution water to obtain valid results that give you usable data.

- Does your lab experience large temperature changes during set-up and prep

times? If your lab has as much as a 5°C temperature change during the day, the meter
would get calibrated first thing along with prepping the dilution water and seed. By the time
the actual test set-up began the meter's calibration most of the time would be lost. You need
to recalibrate just before starting the test.

- If you are on municipal water, check the total residual chlorine on your tap water. Cold
water retains chlorine much longer than warm water. Some waters can have a residual of as
much as 1.0 mg/L. Some hot tap water can even have a residual. To solwve this problem you
need to increase the number of DI rinses of the bottles during the winter when water
temperatures are colder.

- If you use a vacuum pump to aerate your dilution water, look around your lab for evdence
of dust. Dust will get sucked into the intake of the pump and it will be "pumped" into your
water. If you do anything else in the lab that creates fumes, odors, etc., then you probably
need an activated carbon filter attached on the intake side of the pump to sweep the
contaminants out of the air.

- Any contamination in the water will cause problems with the test. Expensive

deionized water systems often leach organic compounds from the ion-exchange resins or
allow bacteria to grow on the resins which will give high bias, even though standard
conductivity measurements show the quality is very good.

Discuss how oxygen saturation can be a potential cause for a postive bias for BOD.

Oxygen saturation varies = 0.3 mg/L with normal pressure range. Remember:

you calibrate on day 0 and again on day 5. What if samples go in under a

low pressure, but come out under a high? Conwersely, what if samples go in under a high
pressure, but come out under a low?

We know that water can hold more oxygen as pressure increases. So, what

happens if on Day 0 when you calibrate your meter, it is a sunny, but bitter cold day under a
very high pressure system? Suppose the barometric pressure in your lab is 29.53 inches
(750 mm) and the lab temperature is a steady 20 °C. Water at this temperature and
pressure can hold (is saturated at) 8.94 mg/L oxygen. Five days later, when you take
samples out of the incubator, a winter blizzard is underway outside, and the barometric
pressure has dropped to 28.35” (720 mm). Under these conditions, the oxygen saturation
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point of water is 8.58 mg/L.

Assume for a moment that your dilution water is contamination free, and thus no change in
the DO from the initial reading is expected. Unfortunately, the blanks were saturated initially
with 8.94 mg/L DO and now these samples are supersaturated. What happens to the 0.36
mg/L of oxygen by which the blanks are ower-saturated? Oxygen does not like to be
supersaturated and it doesn’'t take much for any excess to dissipate from the system.
Occasionally you will see that bubbles have formed in the BOD bottle; remowe the cap and
the oxygen quickly dissipates before the DO in the blank is measured. This can result in a
perceived DO depletion of 0.36 mg/L, more than enough to “fail” the method specified
criteria for blanks.

Discuss potential causes for a negative bias in BOD.

Conwersely, you may notice a negative bias. A negative bias may underestimate the sample
BOD results. Some potential causes for a negative bias are:

- Incorrect DO measurement. This can be caused by an incorrect calibration,

either before (when setup), or after the incubation period. This can lead to a slight off
calibration (on the low side), initially resulting in an apparent gain (increase) in oxygen in the
blank. If this happens routinely, and if it is severe (less than -0.20 mg/L), then it probably
indicates a severe problem with the measurement system.

- Incorrectly seated stopper. The BOD bottle stopper must be "seated" or low

blanks will be a possibility. Specifically if the water temperature is too high to begin with
(even 21 degrees is high) and the stopper is simply "dropped in" oxygen exchange at the
interface can lead to negative blanks. Some analysts think that the initial water temperature
is the issue and become obsessed with having exactly 20 degree water for the incubation
water. The simpler and easier solution is to gently twist and seat the stopper in each water
bottle and ensuring the complete lack of bubbles in the bottle after sealing. Also, if BOD
bottles do not have a proper water seal while incubating, DO values could drift up slightly if
the water was somewhat under saturated to begin with, causing blanks to suddenly drop.

- A sudden drop in a blank may mean that a negative bias has crept into your system. While
a bad DO probe generally drifts down, not up, it's possible that the error could be there.
Otherwise an unlocked cal adjust knob might have gotten knocked out of whack.

Discuss a procedure to identify the cause of toxic dilution water, or organic contaminants in
dilution water.

TOXIC DILUTION WATER

First of all, what is meant by "toxic dilution water"? The DO depletion of dilution water after 5
days incubation must be below 0.20 mg/L, and it would seem that any low value would be
good. But what happens if the blank is -0.05 mg/L (i.e., the blank appeared to GAIN
oxygen)? What does this mean? Obtain water from suitable source—distilled, tap, or
receiving water. Make sure the water is free of heaw metals (specifically copper) and toxic
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substances, such as chlorine, that can interfere with BOD measurements. To determine the
cause, use the following procedures:

1. Check for chlorine residual - Depending on your source for dilution water, be sure to
check for chlorine residual or any reaction with DPD that might indicate an oxidant.

2. Check for heaw metals contamination - Never use copper-lined stills. Distilled water may
be contaminated by using copper-lined stills or copper fittings—obtain from another source.
Protect source water quality by using clean glassware, tubing, and bottles.

3. Obtain a different source water for making up your dilution water and check response.

4. Toxic Seed - Sometimes the seed has toxic compounds in it that inhibits the growth of the
microbes. When the growth is inhibited, there will naturally be less oxygen demand than
there would be if the microbes were not inhibited by toxics. The best way to detect the
toxicity of the seed is to plot the oxygen uptake versus the mL of seed that is used. If the
uptake is not linear, then there is toxicity in the seed. The only choice at this point is to get
rid of the toxic seed and try another seed.

5. Narrowing down the cause could be done by having a water suitability test run by an
outside laboratory.

ORGANIC CONTAMINANTS IN DILUTION WATER

Deionized water may contain detectable amounts of ammonia, wolatile, or semi-wolatile
organic compounds. Deionized water is sometimes a problem because the resin
cartridges themselves will release organic compounds into the water. These compounds
are undetectable by conductivity measurements, and conductivity measurements are one of
the main ways that purity of deionized water is determined.

Possible remedies included:

- Increase purity of dilution water or obtain from another source.
- Age water for 5-10 days before use.

- Use an activated charcoal as a polishing unit.

If there is a resenvoir or storage bottles for the water system, inspect the resenvoir or storage
bottles for signs of microbiological growth. If there is any evidence of microbial growth clean
the resenvir and/or storage bottle. Even if there is no sign of growth, consider cleaning the
resenoir/storage bottle.

- Check your water by analyzing it for Total Organic Carbon (TOC). If the TOC exceeds 200
Mg/L then replace the resin cartridges.

- Use deionized water that has been passed through mixed-bed resin columns.

- Obtain water from another laboratory or a retail store (steam distilled is best) and use that
water for blanks. If the blank problem goes away, then the problem was definitely the water.

- Organic contaminants can be detected by the KMnO4 color retention test, or by analysis of
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total organic carbon. The laboratory water should be tested at each point of treatment or
container change. If the problem is in the feed water, treatment with carbon filters may
handle it.

Discuss factors that would result in excessive DO depletion in blanks.

(1) CALIBRATION
The single greatest cause for blank “failures” (DO depletion greater than 0.2 mg/L) stems
from calibration problems.

Blank depletions due to calibration errors generally tend to be SMALL effects (depletion of
0.2 -0.5mg/L)

The effect can be either LOW or HIGH bias (blanks deplete > 0.2 mg/L or GAIN > 0.2 mg/L).
Since it violates laws of physics to gain oxygen, and if the final DO is greater than the initial
DO, this is nearly always a sign of calibration errors.

The basic problem is that errors in calibration cause the initial DO reading to be biased
high (or the final DO reading is biased low). The net result is that it appears to be a DO
depletion.

(2) SUPERSATURATION

If the initial DO of the blank is above the saturation point, all of this DO will come out of the
solution during incubation (sometimes seen as micro-bubbles just underneath the bottle
stopper.) This appears to be depletion, but it is actually degassing.

(3) CONTAMINATION (organic matter + micro-organisms)
Contamination, when it occurs, tends to be LARGE effect (i.e. DO depletions of > 0.5 mg/L).

Contamination problems will ALWAYS result in excessive depletions.

Note that contamination from organic material or micro-organisms alone will NOT cause an
exceedance in blanks. There must be contamination from BOTH organic matter and
microorganisms. Without the presence of microorganisms, there is nothing to break down
the waste material and thus no oxygen will be utilized. Even if there is microbial
contamination, without the presence of waste material, there is nothing for the
microorganisms to break down and thus no - or minimal - oxygen will be utilized. Be aware
that over-engineered water purification systems can result in insufficient water utilization
creating a stagnancy within the water system. This can become a breeding ground for
microbes, and thus the use of water from a purification system may be the cause of failures.

Discuss what is meant by nitrification.

Nitrogenous oxygen demand (NOD) is the amount of oxygen used during the breakdown
and conwersion of organic nitrogen and inorganic nitrogen forms. This process is called
nitrification. We are typically concerned with the inorganic forms, and specifically, ammonia.
This means that if the wastewater contains ammonia (and some do, particularly lagoons)
AND nitrifying bacteria are present, then oxygen can be used during the conwersion of

Page 26 of 51 Printed on 08/01/14



5.2.10

5.2.11

5.2.12

Advanced On-site Laboratory Testing Study Guide - August 2014

ammonia in to nitrate and nitrite. This oxygen used up is measured as BOD, leading to
BOD results biased high.

Theoretically, 1 mg/L of NH3-N requires 4.57 mg/L O2 to oxidize NH3 to NO3--N. Why is
this important? We have to remember that our dilution water contains ammonia!!! That
means that even if the SAMPLE contains no ammonia or nitrogen forms, but nitrifying
organisms ARE present, we can hawe nitrogenous demand adding to the BOD.

NH3-N in dilution water can contribute up to 1.9 mg NOD x dilution factor to a BOD sample.
Thus a 200 mL sample yields 1.9 mg/L x (300 / 200) or 2.85 mg/L BOD.

If your facility experiences Nitrogenous Oxygen Demand you should consider analyzing
cBOD rather than BOD. Consult your DNR Basin engineer.

Knowledge deleted.

Outline a troubleshooting procedure to determine the cause of an apparent blank depletion.

Generally, begin by eliminating the items easiest to check, including the following:

- Check the DO meter calibration

- Check for possible problems with the set-up or initial DO reading. Check if the dilution
water is too cold, or supersaturated. Check to see if the initial DO is higher than the
saturation value for that temperature.

- Check the incubator temperature log. Check to see if the laboratory itself was hotter or
colder than 20°C, if it was, the incubator may not have been able to handle the extremes. A
maximum/minimum thermometer could \erify this if there is a question.

- Check the maintenance record on the water system and DO meter.

- Check the bottle cleaning procedure.

- Check for growth in the delivery tube as evidenced by discoloration.

- Check for contaminated nutrient solutions -- any Msible floc, or if the age is excessive.
- Check for recording errors.

List the possible causes of INCREASED dissolved oxygen in a dilution water blank.

- There are small air bubbles initially in the BOD bottle which subsequently dissolve into
solution, adding to the bottle's dissolved oxygen.

- Operator error during calibration of the dissolved oxygen meter.

- The accuracy of the calibration procedure itself may be the cause. If air calibration without
barometric pressure correction is the method being used to standardize the meter, the
standard calibration error of the meter is increased. Under the best of circumstances,
precision of dissolved oxygen meter calibration is + 0.05 mg/L. Therefore, a slight dissolved
oxygen increase could simply be the result of normal error of meter calibration.

- Lack of a water seal on the neck of the BOD bottle.
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Explain the potential reasons why GGA results could be unacceptably high.

HIGH BIAS IN GGA

(1) Nitrification

Seed source selection is critical; if the plant process includes recycling final effluent into
primary clarifiers, you could be adding nitrifying organisms to the seed (if you use primary
effluent as seed material). To determine if nitrification is occurring, try adding a nitrification
inhibitor. Compare GGAs seeded with domestic wastewater vs. commercial (Polyseed,
BOD seed). If nitrification is occurring, select another source (that does not receive final
wastewater) or use a commercially obtained synthetic seed.

(2) Cold GGA solution
If you don’'t warm the GGA to room temperature (20 + 3°C) before use, results will be
consistently high.

(3) Contamination - organic matter

The contamination is likely “dirty glassware”, prouvding a food source. Your blanks may even
meet depletion criteria because, despite availability of a food source (the “crud”), there is no
source of bugs and therefore no oxygen can be used. GGAs will typically fail high due to the
extra oxygen consumed by the bugs as they attack both the GGA and the “crud”.

Contamination can also result from insufficient rinsing of the DO probe after measuring
highly concentrated samples.

(4) Contamination - Microorganisms (“bugs”)

The contamination source may be from “bugs” in the lab reagent water, possibly from a bad
filter in a DI system. As long as your glassware is clean, blanks will meet depletion criteria.
If there is no “food source” (e.g., "crud" on the glassware) to keep bugs going and
expending oxygen, GGAs will generally fail high due to the extra oxygen consumed by the
bugs as they attack the GGA

Contamination, when it occurs, tends to be a LARGE effect (i.e. DO depletions of > 0.5
mg/L).

NOTE: Contamination from either “bugs” or BOD material alone will cause high bias in
GGA but is not likely to cause an exceedance in blanks. There must be contamination from
BOTH “bugs” AND waste material for contamination to result in blank exceedances. This
explains a common statement from lab analysts that “my GGA is failing high, but my blanks
are fine”.

Explain the potential reasons why GGA results could be unacceptably low.

LOW BIAS IN GGA

(1) Not enough seed

The main cause of low GGAs is either not enough seed material (“bugs”) or a very weak
seed material. Adjust the amount used until you consistently achieve GGA results in the
acceptable range.
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(2) GGA too old or contaminated
If GGA is too old, or has been broken down by contamination, low results will be obsenved.
Discard expired or contaminated solutions.

(3) Seed materials too weak or variable
Try another GGA source. There are seweral different types/vendors that offer synthetic
seeds. On occasion, there have been reports of poor quality lots.

How might you know if toxicity is occurring in the BOD test.

In order to ensure detection of sample toxicity, one must have prepared a sufficient number
of sample dilutions and the individual dilutions must consist of significant differences in
wlume of the original sample. One other consideration is the degree to which BOD
concentrations in individual dilutions differ. There must be a distinct trend in the data for the
sample to be designated "toxic" and reported as such on the DMR.

The first symptom of sample toxicity is evMdenced by a decrease in BOD concentration as
sample wlume increases (or BOD increases as sample wlume in the dilutions decreases).
What this really means is that we're looking for a trend, and a trend realistically requires
more than two data points. If only two dilutions are used, and the dilution with greater sample
wlume yields a lower BOD result, it COULD merely be a function of sample homogeneity.
Having an additional dilution which confirms the initial two dilutions serves as a referee.
Therefore, at least three (3) dilutions are necessary to effectively detect sample toxicity, but
5 to 7 or more dilutions is preferred. These results do not mean a toxic sample because the
range of the data is well within the precision capability of the test itself.

The next concern is that individual sample dilutions be sufficiently different to be able to
detect a trend. For example, if dilutions of 100 mLs and 125 mLs are used, normal
variability associated with the BOD test alone may make it difficult to discern any
differences in BOD related solely to sample wlume used.

The final consideration is to carefully evaluate the magnitude of difference between
individual results. For example, consider the following data:

- a BOD of 6 for a 300 mL sample wlume

-a BOD of 7 for a 200 mL sample wlume

- a BOD of 8 for a 100 mL sample wlume

Certainly it is true that these results “slide” downward with increasing sample wolume.

Before jumping to the conclusion that this is a “toxic” sample, one has to remember that
BOD is a bioassay rather than a test which adheres to the more strict laws of chemistry. As
a bioassay, BOD is not an exact science. In fact, Standard Methods suggests GGA control
limits that represent only the mean + a single standard dewvation.

Given the expected accuracy of the BOD test and the close proximity of all three results to

the theoretical LOD, it would be difficult to make the case that this is a toxic sample. It could
be just coincidence that the results all “slide” in the same direction.
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On the other hand, if a lab obtained the following results:

- over-depletion for a 50 mL sample wlume
- a BOD of 85 for a 25 mL sample wlume
- a BOD of 180 for a 10 mL sample wlume

These results strongly suggest a toxic sample. The results are well above the reporting limit
and there is a clear trend. Ewven the over-depleted 50 mL dilution could represent a BOD
result as low as 45 mg/L.

What factors may cause toxicity in the BOD test?

Toxicity is the term used to define the conditions which would result in an apparent
decrease in BOD concentration as the wolume of sample increases. The phenomenon is
frequently referred to as "sliding BOD" in reference to the typical observation that BOD
"slides" down as sample wlume used for analysis increases.

Sample toxicity can be caused by wrtually anything that would adversely affect the health of
the sample microbial population (which is required to utilize oxygen during the process of
waste decomposition). Some things that would cause a toxic effect include, high
concentrations of heaw metals (e.g., chromium), sample pH extremes, concentrations of
various inorganic (e.g., cyanides) and organic (e.g., pesticides) parameters.

Discuss reporting procedure if toxicity is suspected.

If there appears to be a sliding BOD (lower BOD with increasing sample size), there is a
potential problem with sample toxicity. The best measure for BOD in this case would
probably be the value obtained from the lowest acceptable sample size.

Toxicity can be insidious if only a single dilution meets depletion acceptance criteria. This is
because operators have become programmed not to consider any dilution results for which
the depletion exceed method-specified criteria. A toxic sample could look very much like
the example below.

Sample
Volume IDO FDO Depletion BOD
(mLs) (mg/L) (mg/L) (mg/L) (mg/L)

50 8.49 0.10 >839 -
100 8.40 2.40 6.00 18
200 8.31 5.19 3.12 5

Awverage= 11.3

So ... what we hawe is two dilutions--one with a BOD of 5 and the other with a BOD of 18.
While this isn't the best precision in the world, many operators might be inclined to stop here
and report the average of the two dilutions (11).

Ultimately, howewer, now is the time to at least evaluate the other data we have and see
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what it tells us. If we look at the dilution that over-depleted (see below) we can see that -- if
calculated assuming a final DO of 0.1 mg/L was acceptable -- the result would be at least
50 mg/L. Now, the THREE results: 5, 18, and 50 mg/L -- give us more confidence that
reporting the average would be significantly biased low.

Sample
Volume IDO FDO Depletion BOD
(mLs) (mg/L) (mg/L) (mg/L) (mg/L)

50 8.49 010 [8.39] [50]
100 8.40 240 600 18
200 831 519  3.12 5

So...what do we report for this sample?

* DO NOT report the “average” of dilutions (11.3)

* DO NOT report the highest value (18)

» The most appropriate result is to report ">" plus the highest BOD determined from any of
the dilutions (i.e., “> 18)

Furthermore, you MUST qualify these results as exhibiting "toxicity".

Discuss the problems associated with over-dechlorinating a sample.

Standard Methods specifies that sodium sulfite be used for de-chlorination of BOD
samples. Sodium sulfite is used to de-chlorinate for BOD, over sodium thiosulfate, because
sodium thiosulfate has a significant oxygen demand if any excess is present. Because it is
important to add only as much sodium sulfite as you need for de-chlorination and no more,
the operator must first determine how much chlorine is present before de-chlorination. The
excess could deplete DO and interfere with the test.

The most common dechlorinating agent is sulfite. The following forms of the compound are
commonly used and yield sulfite (SO2) when dissolved in water. The greater the amount
required to neutralize a standard concentration of chlorine, the greater the oxygen depletion
affect.

Theoretical mg/L Required

Dechlorination Chemical to Neutralize 1 mg/L ClI2
Sodium thiosulfate (solution) 0.56 mg/L
Sodium sulfite (tablet) 1.78

Sulfur dioxide (gas) 0.9
Sodium meta bisulfite (solution) 1.34

Sodium bisulfite (solution) 1.46

Theoretical values may be used for initial approximations, to size feed equipment with the
consideration that under good mixing conditions 10% excess dechlorinating chemical is
required abowe theoretical values. Excess sulfur dioxide may consume oxygen at a
maximum of 1.0 mg dissolved oxygen for every 4 mg SO2.
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Section 5.3 - Total Suspended Solids (TSS)

531

5.3.2

5.3.3

Discuss the importance of TSS in wastewater analyses.

Total suspended solids (TSS) are those which are vsible and in suspension in the water.
They are the solids which can be remowved from wastewater by physical or mechanical
means such as sedimentation, flocculation, or filtration. TSS will include the larger floating
particles and consist of silt, grit, clay, fecal solids, paper, fibers, particles of food, garbage,
and similar materials. Suspended solids are approximately 70% organic and 30%
inorganic. TSS determinations may be used to assess wastewater strength, process
efficiency, and loadings.

By reducing the TSS in your effluent discharge, you are going to get better disinfection,
which will reduce your fecal coliform and/or E. coli counts, allowing you to maintain
compliance.

High TSS can block light from reaching aquatic vegetation. Photosynthesis is inhibited as
the amount of light passing through the water is cut down. Without photosynthesis, aquatic
plants produce less oxygen, which is a significant source of DO. If light is completely
blocked from bottom dwelling plants, the plants will stop producing oxygen and will die. As
the plants are decomposed, bacteria will consume what oxygen (DO) is present in the
water. Low DO is a major contributor to fish kills.

High concentrations of TSS can also result in an increase in surface water temperature,
because the suspended particles absorb heat from sunlight. Higher temperatures
consequently result in a reduced ability of the water to hold DO.

Discuss what effect a low or high oven temperature will have on TSS test results.

A low temperature will not evaporate all the water, so the sample results will be higher. A
high oven temperature will cause lower results, because of loss of organic matter by
wolatilization, loss of occluded water and water of crystallization, by driving off CO2, and
causing conwversion of bicarbonate. These changes occur to varying degrees over a wide
range of temperatures.

Discuss the effects of oil & grease on TSS analysis.

Historically, Standard Methods included a statement that, "Results for samples high in oil
and grease may be questionable because of the difficulty of drying to a constant weight in a
reasonable time." Under the interferences sections referenced in currently approved
editions of Standard Methods (2540D), howewer, there is only the caution that, "Residues
dried at 103 to 105°C may retain not only water of crystallization but also some
mechanically occluded water."

How does water become occluded during TSS analysis? Wastewater samples frequently
contain surfactants as well as oils and greases. When a surfactant's hydrophilic (polar)
property is stronger than the hydrophobic (non-polar) property, it can form water occluded oil
colloids. This essentially results in suspended "solids" particles that are composed of water
trapped beneath a coating of oil, or "occluded water".
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Because removal of occluded water is marginal at the method specified temperature (103-
105 °C), drying samples to constant weight will be more difficult in samples with high lewvels
of oils or greases. A longer drying time is required to remowve all occluded water. This effect,
of course, will be more pronounced the shorter the time that TSS filters are dried in the
oven. Therefore those labs that employ a minimum one-hour drying time will be more
impacted by samples with high lewels of oil and grease.

Section 5.4 - Ammonia Nitrogen (NH3-N)

5.4.1

5.4.2

Discuss the requirement to distill samples prior to performing ammonia determinations.

When ammonia gas is dissolved in water, it will react with the water to form some
ammonium ions. Depending upon the pH of the solution, the ratio of ammonia to ammonium
will vary. At a higher pH, there is more ammonia. At a lower pH, there is more ammonium. In
the distillation procedure, the sample pH is raised to 9.5 and the ammonia gas formed is
remowved by distillation. The ammonia gas is then absorbed in an acid solution where it is
conwerted back to ammonium. The distillation removes the ammonia from the sample and
leaves substances which may interfere with the analysis behind.

The Wisconsin State Laboratory of Hygiene & WDNR conducted a study of municipal
wastewater effluents using the ion selective electrode. A statistical comparison of results
with and without distillation was performed with the conclusion that distillation was not
required. Consequently, the State Lab of Hygiene was granted a variance which extends to
WWTPs. This variance is limited to:

* analysis using the ion-selective electrode.

* municipal effluents

If a facility is analyzing industrial or pre-treatment wastes, dairy or paper mill effluents
(unique analytical matrix), or it is dealing with anything other than municipal wastewater, or
using anything other than ISE, distillation is required.

Alternatively, NR 219 specifies the following:

"Manual distillation is not required if comparability data on representative effluent samples
are on file to show that this preliminary distillation step is not necessary: however, manual
distillation will be required to resolve any controversies".

Explain the operating theory of an ammonia electrode.

A "gas-sensing" type electrode is used for ammonia analysis. The three key parts of the
ammonia electrode are an internal pH electrode (complete with reference electrode), a
hydrophobic (impermeable to water) gas permeable membrane, and an electrolyte solution
that fills the minute gap between the membrane and the pH bulb.

As ammonia, in gaseous form, diffuses across the gas-permeable membrane, a reaction
takes place between ammonia and the water in which the electrolytes are dissolved. This
reaction causes a change in the pH of the internal electrolyte solution which is in turn sensed
by the pH electrode. The change in potential (measured as millivolts) is proportional to the
concentration of ammonia in the sample.
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Whereas most calibration relationships between analyte and instrument response are
linear, it is important to note that the relationship between ammonia concentration and
millivolts (electrode potential) is logarithmic. This explains why plots of ammonia
calibrations use semi-logarithmic paper. In order to obtain a linear calibration, the log of
ammonia concentration must be plotted against millivolt response.

Explain why temperature is the only variable that affects electrode response and why each
ten-fold change in concentration should result in a slope (net difference in millivolt response)
of -54 to -60 millivolts.

Response of any electrode is governed by physics. The slope of electrode response
between concentrations of standards that are exactly ten-fold different from one another is
governed by the Nernst equation. The Nernst equation consists of three physical constants
and a single variable-- temperature. Therefore electrode behavior is dependent only on
temperature.

At 25 °C the Nernst equation calculates to 59.16. This represents the theoretical electrode
slope (millivolts per ten-fold increase in concentration) at 25 degrees C, the base
temperature for electrode analysis.

A Nernst equation value (slope) of 54 millivlts is associated with a temperature of 0°C, and
a slope of 60 mV translates to 30 degrees C. Therefore, one would only expect a slope of
60 or more if the temperature of the calibration solution was 30°C. At 20°C, the theoretical
slope is 58.15 mV.

Many ion meters display the slope as a percentage of the theoretical value. For example, a
98.5% slope is equivalent to a slope of 58.27 mV (at 20 degrees C).

Discuss how to troubleshoot blank problems in the ammonia test.

Ammonia-free water should be used to prepare all reagents and standards. Ammonia-free
water can be prepared by either ion-exchange or distillation.

* lon exchange: passes reagent water through an ion-exchange column containing a
strongly acidic cation-exchange resin mixed with a strongly basic anion-exchange resin. If
blanks are still high, use a strongly acidic cation-exchange resin alone.

« Distillation: Re-distill after adding 0.1 mL concentrated sulfuric acid (H2SO4) per L of
distilled water.

The presence of ammonia gas in the air makes it difficult to store ammonia-free water in the
laboratory. To store ammonia-free water properly, store in a sealed glass container. Add
about 10 grams of a strong acidic cation-exchange ion-exchange resin. Allow resin to settle.
Decant ammonia-free water. If blanks are still high, replace the resin or prepare fresh
ammonia-free water.

Explain why calibration standards and samples must be at the same temperature when
using the ion-selective electrode.
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Ammonia electrodes function according to the physical constraints of the Nernst equation,
and temperature is the only variable. Each one degree (°C) change in temperature is
associated with a 1-2% error due to changes in the electrode slope.

Discuss why, although an approved technique, the Nessler method is not a good choice for
ammonia determinations.

The Nessler method has concentration range limitations; this technique is only appropriate
for levels of 0.05 to 1.0 ppm. More important, howeer, is the concern owver the toxicity of the
Nessler reagent itself, both to the environment and the health risks it poses for analysts.
Nessler reagent contains 100 grams of mercuric iodide (Hgl2) per liter. The Nessler
technique calls for the addition of 2 mL Nessler reagent to 50 mL of sample in a Nessler
tube. Based on the percent composition of mercury in the Nessler reagent, each 2 mL of
Nessler reagent contains 88 mg of pure mercury.

Disposal becomes an issue because the contents of just ONE Nessler tube would have to
be diluted with about 130 gallons of reagent water to make it safe to drink. Consequently,
dumping samples down the sink after analysis is not an option, as the mercury will just end
up in the sludge, making landspreading more problematic. All Nessler samples should be
treated as hazardous waste and disposed of accordingly.

Discuss the importance of pH and temperature in determining ammonia toxicity.

Ammonia-nitrogen is a major end product of fish metabolism, it is toxic to aquatic life and
toxicity is affected by system pH. Ammonia-nitrogen (NH3-N) has a more toxic form at high
pH [un-ionized ammonia or NH3] and a less toxic form at low pH [ionized ammonia or
NH4+]. In addition, ammonia toxicity increases as temperature rises. The un-ionized form is
considered more toxic since it can diffuse passively across the gill membrane.

At or below a pH of 8.5, less than 20% of ammonia exists in the highly toxic un-ionized
(gaseous) form. Abowve a pH of 8.5, the percentage of ammonia that exists in the un-ionized
form increases rapidly.

The effect of temperature increases is far less significant than increases of pH. Consider a
lagoon or pond system containing 10 mg/L ammonia (NH3-N). As can be seen from the
table in Figure 5.4.07, the temperature change during the day from 20°C to 30°C accounts
for less than 20% of the increase in toxicity as compared to a rise in pH from 7.0 to 8.0.

Essentially, the higher the pH and temperature, the greater the proportion of total ammonia
in the system will be in the form of the highly toxic un-ionized ammonia (NH3). A useful rule
of thumb is that at a pH of 8 ammonia is 10 times more toxic than at a pH of 7, and at 20°C
it is two (2) times more toxic than at 10°C.

To calculate the amount of un-ionized ammonia present, the Total Ammonia Nitrogen (TAN)

must be multiplied by the appropriate factor selected from the table in Figure 5.4.07 using
the pH and temperature from your water sample.
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Figure 5.4.07
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5745 | 6131 | 640D | GO44 | GG | 7463 | 7735 | 7983 | 8207 | B40A | 585 | BP40 | .BDOZ | Q054
8625

8815 | 7162 | 7463 | 7746 | 5003 | 234 | 8441 3788 | 8333 | 9060 | 9173 | w71 | gaes

HdEOEBEEEEHEEECOREE

Knowledge deleted.

Knowledge deleted.

Knowledge deleted.

Section 5.5 - Total Phosphorus (TP)

5.5.1

Discuss the calibration blank required for phosphorus testing.

A calibration blank is a standard containing no added analyte, but all the other reagents that
are in other calibration standards, such as color reagent, and digestion reagent (if
standards are digested). In many cases, the calibration blank may be wvrtually identical to a
method blank, but they serve different purposes.

Calibration blanks are not used to zero the instrument; their purpose is to represent the
response of a zero concentration standard.

Generally, calibration blanks:
* Consist of the solvent used plus all of the same reagents used to prepare the calibration
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standards.

* If the standards are digested - the same as the samples are, then the calibration blank
consists of reagent water plus all other reagents including the combined color reagent.

* If the standards are not digested, therefore handled differently than the samples, then the
calibration blank consists of reagent water plus combined color reagent, but not the
digestion reagents.

* Indicates the absorbance response of a zero concentration standard (0.0 mg/L). This
blank is not used to zero the instrument. The absorbance of this blank is measured and
used in the calibration curve as (X = concentration = zero; y = response = measured
absorbance). It is possible for the measured absorbance of this blank to be zero, but it is
not expected to be zero.

Discuss the METHOD and SAMPLE COLOR types of blanks required for phosphorus
testing.

METHOD BLANK

The purpose of a method blank is to provde a measure of contamination from

sample preparation through testing. A method blank is carried through all the steps of
sample preparation and analysis as if it were an actual sample. The same solvents and
reagents that are used with the actual samples are added to a volume of lab reagent water
proportional to a typical sample wolume. The method blank accounts for contamination that
may occur during sample preparation and analysis. This contamination could come from
reagents, glassware, or even the laboratory environment. If calibration standards are
processed (digested) then the calibration blank and method blank are essentially the same.

While the method blank quantifies the TOTAL response or contamination resulting from the
whole preparation and analytical process, by itself the method blank cannot be used to
determine at which step(s) any contamination identified occurred.

If you use a single blank to zero the spectrophotometer, serve as a calibration blank (or
‘zero’) standard, and to serve as a method blank, the result will always be effectively zero.
This process amounts to blank subtraction which is not an allowable practice for most
analyses. In addition, this approach can mask gross contamination in the laboratory.

SAMPLE COLOR BLANK

This kind of blank is not routinely measured; it is used more in unique situations or for
troubleshooting purposes.

A sample color blank (sometimes known as a ‘color blank’) is prepared by adding all of the
reagents except the one(s) directly inwlved in producing the color reaction to a sample of
the water to be analyzed. This is logical, because once the characteristic color is produced,
then we can only measure the combined color associated with the sample, the reagents,
and the preparation and analytical procedures. The reason for this blank is that "apparent
color" may be produced by suspended material in the water. Inclusion of this absorbance
with the instrument response can be misleading and will indicate higher amounts of the
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target analyte than are actually present.

A sample color blank result is obtained by determining absorbance on an aliquot of sample
to which the COLOR REAGENT is added and subtracting from that determination the
results of a second aliquot of sample to which the ‘SAMPLE COLOR BLANK REAGENT
solution is added. For total phosphorus analysis, sample color blank reagent is prepared by
substituting lab reagent water for the potassium antimonyl tartrate and the ascorbic acid.

Knowledge deleted.

Explain how the natural color of a sample can affect phosphorus analysis and how to correct
for this problem.

Some plants dewvelop seasonal color due to algae, etc. This color (or turbidity) may register
background absorbance ...which amounts to high bias on phosphorus analysis.

Optimally, subtract “background” from true sample absorbance. This requires the
measurement of absorbance from a "sample color blank".

COMBINED COLOR REAGENT (100 mLs):
50 mL 5N sulfuric acid

5 mL potassium antimony! tartrate

15 mL ammonium molybdate

30 mL ascorbic acid

SAMPLE COLOR BLANK REAGENT (100 mLs):
35 mL reagent water

50 mL 5N sulfuric acid

15 mL ammonium molybdate

Sample Absorbance = Absorbance of [sample + color reagent] - Absorbance of [sample +
sample color BLANK reagent]

Discuss the causes and solutions for reduced absorbances in the phosphorus test.

Excess potassium persulfate present after digestion can cause weak color development.
Make sure you are using the proper amount of persulfate.

Weak or reduced absorbances could also be an indication of instrument problems related
to the wawelength.

Finally if reduced response (from typical readings) is observed only in standards or QC
samples prepared from standards, it may be an indication that the stock standard used to
prepare the standard was prepared incorrectly. A "second source” standard can be used to
compare responses.

Explain what might be the cause of slow color development in samples or standards.
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When potassium antimony!| tartrate is absent, old, or weak, the color reaction proceeds
slowly.

Discuss what might cause mixed color reagent to be blue instead of clear or very pale
yellow in color.

Phosphorus contamination can cause the color reagent to be blue in color. Alternately, if
sulfuric acid is omitted or a weak acid solution is used to prepare the color reagent, the final
color of the solution can be blue. Sulfuric acid solution used to prepare color reagent must
be 5N and represent 50% of the total volume of the color reagent.

Explain what might be the causes and the solutions of rapidly fading blue color in samples
or standards during the color reaction step for phosphorus testing.

Incorrect acid concentration or bad antimony solution will cause color to fade. Check acid
strength; check post-digestion pH adjustment; prepare fresh color reagent.

Discuss the effects of exceeding color development time in the phosphorus analysis.

The referenced methods specify that after addition of color reagent, absorbance should be
measured after at least 10 but not more than 30 minutes (between 2 and 8 minutes for
HACH Test 'N Tube). The reaction continues to progress after these time limits, with
absorbance continuing to increase ower time. Consequently, allowing more than 30 minutes
(8 minutes for Test 'N Tube) could result in results biased high.

Section 5.6 - Total Residual Chlorine (TRC)

5.6.1

5.6.2

Explain how the chlorine electrode works.

* The electrode is based on iodometric measurement of chlorine.

* lodide (I-) and hydrochloric acid (H+) are added to a sample.

* Chlorine reacts with iodide to form iodine.

 The iodine concentration is equal to the chlorine concentration.

» The ISE contains a platinum sensing element and an iodine sensing reference element.
 The platinum element dewelops a potential that depends on the relative amount of iodine
and iodide in solution.

* The iodine-sensing element dewelops a potential that depends on the iodide level in
solution.

» The meter measures the difference between these potentials (which therefore provides the
iodine concentration).

* lodine concentration = total residual chlorine concentration.

Discuss the major differences between the ion selective electrode analyses of ammonia
and chlorine residual.

The total residual chlorine ISE analysis differs from the ISE analysis of ammonia in that:

* The ammonia electrode measures the potential caused by ammonia GAS crossing a gas
permeable membrane whereas chlorine electrodes measure potential caused by IONS
crossing the membrane.

» The electrode slope for chlorine is positive (millivolts increase with increasing
concentration). Ammonia has a negative slope (millivolts increase with decreasing
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concentration).
» The slope change in mV per decade of concentration is 29.0 for chlorine electrodes vs.
58.3 for ammonia at 20 °C.

Discuss appropriate calibration lewvels for chlorine by ISE.

In order to meet the goal of having a limit of quantitation of 0.1 ppm, the lowest calibration
standard should be fixed at a concentration of 0.1 ppm. It is preferable to use at least five
calibration lewvels, and the uppermost calibration standard concentration should not exceed
2.0 ppm.

Other critical considerations associated with calibration of residual chlorine by ion-selective
electrode are:

» Use the more stable potassium iodate standard for calibration.

» Awoid calibrating below 0.1 ppm due to non-linearity.

» Check the slope from 0.2 to 2.0 (start abowe 0.1).

* Allow approximately 30-45 minutes for a 5-point calibration.

* Like other electrode method (ammonia), the ISE method is extremely temperature-
sensitive.

Section 5.7 - Process Control

5.7.1

5.7.2

5.7.3

Knowledge deleted.

Discuss critical consideration associated with pH calibration.

» Newer reuse buffer solutions. Each calibration event should start with fresh buffer
solutions. A pH meter and electrode system should be recalibrated after 4 hours since the
last calibration.

e The most common cause of error in pH measurements is temperature. The slope of a pH
electrode is highly dependent on temperature, and pH buffer values and sample values
change with temperature. For the most accurate results an ATC probe is always
recommended.

e Store your electrodes according to manufacturer's recommendations. If you will be
measuring pH daily, the response time will be faster if the probe is stored in a pH 7.00
solution with a little KCI added.

Describe how to inspect, predict useful life, and store a pH electrode.

The reference junction for refillable electrodes should be clean and white in appearance. A
discolored junction indicates plugging which will prevent proper solution seepage. Plastic
gel filled probes hawve to be replaced periodically.

Difficulty in doing a two-buffer calibration and slow response times are two prime indicators
of a need for probe rejuvenation (for refillable glass electrodes), or replacement (for gel-
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filled electrodes). A gel-filled probe may last longer if the probe is stored in the correct
storage solution.

pH electrodes should not be allowed to dry due to neglect. For rapid response and longer
life, electrodes should be stored in a solution recommended in the electrode manual.
Howewer, if a glass probe is to be stored for a long time, it could be dismantled, well
cleaned, and stored dry.

Knowledge deleted.

Knowledge deleted.

Knowledge deleted.

Knowledge deleted.

Knowledge deleted.

How is pH affected by nitrification?

The optimum pH for nitrification is 7.5 to 8.5 s.u. As ammonia is conwerted to nitrite and
nitrate, alkalinity decreases and pH of the wastewater may drop.

For every 1 pound of ammonia nitrogen oxidized, 7 pounds of alkalinity are used up. During
nitrification, the oxygen molecule is stripped from the alkalinity in the wastewater (as calcium
carbonate, or CaCO3). As the CaCO3 is destroyed, the buffering action that it provdes is
also decreased, lowering the pH.

Explain why the fill-hole on a reference electrode should be open when testing for pH, and
closed when the probe is not in use.

The reference solution should seep out of the reference junction during measurements. If the
fill-hole is closed while using a probe, the reference solution will not seep out as needed,
because vacuum will prevent it from doing so. The fill-hole should be closed when a pH
probe is not in use to prevent the probe solution from seeping out of the reference junction
and crystallizing on the probe and storage container.

Explain how Nitrate ad Nitrite Nitrogen are inwlved in process control.

The lewels of nitrate and nitrite become important due to their involvement in denitrification
and disinfection.

Nitrite levels should be very low throughout the entire treatment process. High lewvels of nitrite
(NO2) in the system indicate there may be a problem with the nitrification cycle.
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Nitrosomonas bacteria are harder to kill than Nitrobacter bacteria. If the Nitrobacter bacteria
are killed off, the Nitrosomonas bacteria will continue working on the ammonia (NH3) and
you will have a jammed cycle with high levels of nitrite (NO2). An effluent with high nitrite
(NO2) concentrations will be difficult to disinfect because of the tremendous chlorine
demand it poses.

Denitrification is an anaerobic process (meaning without oxygen) in which the oxygen bound
in nitrate (NO3-) becomes the primary oxygen source for microorganisms. When bacteria
break apart nitrate (NO3-) to gain the oxygen (O2), the nitrate is reduced to nitrous oxide
(N20), and nitrogen gas (N2). Since nitrogen gas has low water solubility, it tends to
escape as gas bubbles. These gas bubbles can become bound in the settled sludge in
clarifiers and cause the sludge to rise to the surface.

An advantage of de-nitrification is the production (increase) in alkalinity (which will help
buffer against pH changes) and an increase of pH. Approximately 3.0 to 3.6 mg of alkalinity
(as CaCOg3) is produced per milligram of nitrate reduced to nitrogen gas. Optimum pH
values for de-nitrification are between 7.0 to 8.5.

Chapter 6 - QA/QC (Quality Assurance/Quality Control)

Section 6.1 - Definitions

6.1.1

6.1.2

Define Quality Control.

Quality control (QC) is a technical, operational function which investigates and confirms the
proper conduct of all those procedural components necessary to a successful conclusion.

Quality control is a variety of techniques that the sampler and analyst perform to verify that
the sampling and analytical protocols meet the desired goals for data quality. QC functions
help to ensure data validity and traceability.

An example of QC is the incorporation of QC samples such as blanks, replicates, and
spikes into the analysis. The QC process ends at the assignment of QC sample
frequencies and acceptance criteria. It is the Quality Assurance aspect that actually
evaluates the effectiveness of a QC program.

Define Quality Assurance.

Quality assurance (QA) is described as a management function which rests on the
documentation and establishment of quality control protocols, and on the evaluation and
summarization of their outcomes.

Quality assurance is the system for checking and ensuring that quality control criteria are
appropriate based on the desired level of quality (precision and accuracy) of data being
generated. Quality assurance includes corrective action protocols.

The role of quality assurance in the laboratory is to ensure that the quality control program
will guide the laboratory towards generating data which meets its goals for accuracy and
precision. In the case of Acme Laboratory, this lab could actually forget to spike the
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samples, obtain a recowvery of 0%, and pass muster! The role of the quality assurance
program then, is to continually review all aspects of the quality control program and make
adjustments —or initiate corrective action— as needed to achiewe the laboratory’s data
guality goals.

An example of QA in action is determining that matrix spike control limits of O to 200% are
inappropriate for generating quality analytical results. A QA program should investigate
reasons causing the excessiwely broad control limits and make adjustments to the QC
program to improwve the control limits.

6.1.3 Define Linear Regression.

Linear regression is a statistical tool for describing the relationship that exists between a
dependent variable (instrument response, such as absorbance) and an independent
variable (concentration), for a given set of data (calibration standards). As with other
statistical tests, the more data provided, the more accurate the relationship will be defined.
For instance, a linear regression based on seven (7) calibration standards spanning a
concentration range of 0.1 to 1 ppm will be far more accurate than one based on only three
(3) standards over the same concentration range.

As the name suggests, linear regression results in an equation for the straight line which
describes the relationship between instrument response and analyte concentration. The
important parameters that result from a regression are the slope and intercept of the
resultant line. The correlation coefficient can also be calculated to provide an estimate of the
strength or validity of the relationship between concentration and response.

6.1.4 Define Correlation Coefficient.

Correlation quantifies the relationship between two different factors (variables: X and Y).
The statistic is called a correlation coefficient. A correlation coefficient can be calculated
when there are two (or more) sets of scores for the same individuals or matched groups.

A correlation coefficient describes direction (positive or negative) and degree (strength) of
relationship between two variables. The quantity r, called the correlation coefficient,
measures the strength and the direction of a linear relationship between two variables. The
higher the correlation coefficient, the stronger the relationship. See Figure 6.1.04 for an
illustration of various data plots with associated correlation coefficients.

Examples:

Positive correlation: If Xand Y hawe a strong positive linear correlation, r is close to +1. Ar
value of exactly +1 indicates a perfect positive fit. Positive values indicate a relationship
between Xand Y variables such that as values for Xincrease, values for Y also increase.

Negative correlation: If Xand Y hawe a strong negative linear correlation, ris closeto-1. Ar
value of exactly -1 indicates a perfect negative fit. Negative values indicate a relationship
between X and Y such that as values for Xincrease, values for Y decrease.

No correlation: If there is no linear correlation or a weak linear correlation, r is close to 0. A
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value near zero means that there is a random, nonlinear relationship between the two
variables.

Note that r is a dimensionless quantity; that is; it does not depend on the units employed.

A perfect correlation of £ 1 occurs only when the data points all lie exactly on a straight line.
If r = +1, the slope of this line is positive. If r = -1, the slope of this line is negative.

A correlation greater than 0.8 is generally described as strong, whereas a correlation less
than 0.5 is generally described as weak. These values can vary based upon the "type" of
data being examined. A study utilizing scientific data may require a stronger correlation than
a study using social science data.

Figure 6.1.04
r=-0.90 r=-0.50 r=0.00
"+ Near - . .
v ‘w.perfectl vy | " Y gl S
correlatioh’ *
X X X
r=0.50 r=0.90 r=1.00
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6.1.5 Knowledge deleted.

6.1.6 Knowledge deleted.

Section 6.2 - Precision / Accuracy

6.2.1 Knowledge deleted.
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6.2.2 Knowledge deleted.

6.2.3 Knowledge deleted.

6.2.4 Knowledge deleted.

6.2.5 Knowledge deleted.

6.2.6 Knowledge deleted.

6.2.7 Discuss how to identify if results exceed the calibration range of an instrument and action to
be taken.

Samples having RESPONSES (not concentration) greater than that of the most
concentrated standard of an initial calibration, established using at least 3 different standard
concentrations, must be diluted and reanalyzed.

When samples cannot be diluted and reanalyzed (i.e., beyond holding time, or insufficient
sample remains), sample results shall be reported with appropriate qualifiers or narrative
warnings.

It is critical to note that a calibration is established based upon absolute response as a
function of concentration. Subsequently, the determination of whether or not a sample
exceeds the calibration range is based on its absolute response rather than concentration.
What is the proper way of determining whether a sample requires dilution?

Given that:

SR = Sample Response (absorbance, etc.)

SC = Sample Concentration

UCSR= Upper Calibration Standard Response (absorbance, etc.)
UCSC= Upper Calibration Standard Concentration

The following sample would require dilution and reanalysis
SR=0.915 | SC= 0.98 mg/L | UCSR=0.900 | UCSC= 1.00 mg/L
...because the sample response exceeds the response of the uppermost calibration

standard. Even though the concentration determined by linear regression is less than that of
the highest calibration standard, the sample must be diluted because we are really

Page 45 of 51 Printed on 08/01/14



6.2.8

6.2.9

6.2.10

Advanced On-site Laboratory Testing Study Guide - August 2014

calibration response. Response is the KNOWN (independent variable). Sample
concentration is the UNKNOWN.

The following sample would NOT require dilution and reanalysis:
SR=0.875| SC= 1.10 mg/L | UCSR=0.900 | UCSC= 1.00 mg/L

...because even though the sample concentration exceeds the calibration range (the
concentration of the uppermost calibration standard), the sample response is well below
that of the uppermost calibration standard.

Knowledge deleted.

Knowledge deleted.

Discuss the types of QC samples that are used to assess accuracy and those used to
assess precision.

QC samples used to assess accuracy:
Accuracy is a measure of the proximity of an unknown to the "true value" or the expected
result.

PT (an external unknown standard; goal: determine true value)

QCS (an external known standard; goal: determine true value)

ICV (an internal known standard; goal: determine true value, validate calibration)

LCS (an internal known standard; goal: determine true value)

Matrix Spikes (an internal known addition; goal: recover true value)

Matrix Spike Duplicates [% Recowery] (an internal known addition; goal: recover true
value)

Surrogates (an internal known addition; goal: recover true value)

Split samples [sent to a contract lab] (goal: determine which lab is correct)

QC samples used to assess precision:
Precision is a measure of the reproducibility of an analysis or the ability to obtain the same
result on consecutive measurements of the same sample. In order to determine precision,
then, multiple sample analyses are required.

Replicates [duplicates] (goal: reproducibility)

Matrix spike duplicates [range or RPD] (goal: reproducibility)

Section 6.3 - Limit of Detection (LOD)

6.3.1

Discuss what to do if your LOD seems unreasonable.

Prior to reporting a calculated LOD, the analyst should ask: Is this LOD reasonable and if
not, what can be done to improve the determination? Analyst experience is an important
factor when deciding whether or not a calculated LOD is valid and analytically achievable. It
is often useful to run the LOD study at several concentration levels over a long period of time
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and compare the results. This allows the analyst to become familiar with how the system
operates and what sensitivity can be expected at varying concentrations.

The easiest way to prove that your LOD is unreasonable is to prepare a standard equal (or
very close to) the calculated LOD and analyze it as a sample. Did you detect it? Or was it
barely distinguishable from a blank? If you can't accurately (within 30% of true value)
guantitate a standard prepared at your LOD, the LOD is unreasonable.

Why does this happen? Some instruments are simply too precise. In this case you could try
analyzing the LOD replicates over several days or alternatively, intersperse replicates with
real samples.

Section 6.4 - Data Qualification

6.4.1

6.4.2

Discuss when it is appropriate to qualify data.

Essentially, data SHOULD be qualified whenever something that could affect the actual
results, or interpretation of them, has occurred. Examples include, but are not limited to:
unusual weather or sample conditions, exceedance of analytical holding times, sample
preservation problems, samples were not collected or stored at the proper temperatures,
quality control sample results associated with sample analysis failed to meet acceptance
criteria.

NR 149, howeer, specifies that the lab must have and follow a written policy that clearly
outlines the conditions under which samples will be accepted or rejected for analysis, or
under which associated reported results will be qualified.

Qualified data does not mean bad data. It merely helps the user to interpret the data,
particularly if unusual circumstances are inwlved. When making environmental decisions
based on data, it is critical that ANY non-typical information about a particular data point be
identified.

Discuss how to qualify data and when QC has been exceeded.

Qualify data or reject samples for analysis if:

« received beyond holding time

* improperly presened

* received in inappropriate containers

« there is evidence that the samples were collected improperly
« there is insufficient volume to complete requested analyses at
the required LOD

NR 149.47 (1)(e) 13: Unless otherwise specified by DNR, [or as exempted by (1)(c) and
(d)], lab reports must include at least:

Any deviations from NR 149 or method requirements, when the devations affect the
validity/defensibility of results. These can be described by narratives, flags, or qualifiers. If
use flags or qualifiers, a key to flag’'s meaning must be provided. If a lab reports any results
from a subcontract lab, the lab must include any qualifiers reported by the subcontractor.
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QUALIFYING DATA WHEN QC IS EXCEEDED

BLANKS [NR 149.48(3)(d)] Reanalyze (or qualify results of) any sample in a batch if the
concentration batch method blank is greater than (the highest of):

* The limit of detection.

* Five percent of the regulatory limit for that analyte.

 Ten percent of the measured concentration in.

LCS [NR 149.48(4)(9)] If LCS does not meet acceptance criteria, the lab must reprocess &
analyze or qualify results of all samples in the preparation batch.

MS/MSD [NR 149.48(6)(d)] If MS/MSD are analyzed and do not meet acceptance criteria,
the lab must reprocess & analyze or qualify results of the spiked sample and any others in
the preparation batch deemed to be affected.

REPLICATES [NR 149.48(7)(e)] If replicates analyzed and are do not meet acceptance
criteria, the lab must reprocess & analyze or qualify results of that sample and any others in
the preparation batch deemed to be affected.

Knowledge deleted.

Chapter 7 - Documentation and Traceability

Section 7.1 - Traceability

7.1.1

Discuss mechanisms that can be used to ensure that "electronic" records are both
permanent and unalterable.

Many labs are routinely using computers to create and store their data. Just as pencil can
be erased, so can a value in a spreadsheet be easily deleted with a single keystroke.
Security of electronic records begins with the use of password-based computer systems.
Access to computer applications used to record and store laboratory records must be
controlled through the use of unique user IDs and passwords. In addition, systems must be
designed to automatically log a user off after a certain period of inactivity at the keyboard
(or mouse).

All electronic data must be regularly backed up onto media which will surive record
retention requirements. This may mean changing media used to back-up data as
technology advances.

The single most important security measure for electronic records is using a system or
application which includes an “audit trail”. An audit trail can be defined as "a record showing
who has accessed a computer system and what operations he or she has performed during
a given period of time." Specifically, if an electronic value for a sample result is changed,
the audit trail function must record the date and time of the change, the user ID of the
individual making the change, and must record the value that was changed. Many audit trail
applications also require the user making a change to add a brief notation citing the reason
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the change is being made.
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